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Privacy Notice for Employees, Councillors, Co-
Opted Members, Volunteers, Work Experience
and Contractors

1. Introduction

Trowbridge Town Council collects and processes personal data in order to manage its
working relationships. We are committed to being transparent about how personal data is
collected and used, and to meeting our obligations under data protection legislation.

Trowbridge Town Council is registered with the Information Commissioner’s Office (ICO) for
the purposes of processing personal data.

This Privacy Notice explains how the Council collects and uses personal information about
you during and after your employment, office, volunteering role, casual agreement, or
contractual relationship with us, in accordance with the Data Protection Act 2018 (DPA) and
the UK General Data Protection Regulation (UK GDPR).

This notice applies to all employees, workers, councillors, co-opted members, volunteers,
casual workers, individuals undertaking work experience, contractors, and others carrying
out work on behalf of Trowbridge Town Council.

Trowbridge Town Council is the data controller. This means that we are responsible for
determining how and why personal information about you is collected, held, and used. We
are required under data protection legislation to provide you with the information set out in
this Privacy Notice.

This notice does not form part of any contract of employment or other contract to provide
services. We may update this notice from time to time. Where updates are made, an
amended version will be made available to you as soon as reasonably practicable. The
current version of this notice will be available on the employee portal ‘YouManage’ and on
the Council’s website, or you may request a copy from your manager.

You must read and understand this Privacy Notice, together with any other privacy notices
that may be provided to you on specific occasions when personal information is collected or
processed, so that you are aware of how and why your personal information is used and
your rights under data protection legislation.

2. Personal Data We Hold

Personal data (or personal information) means any information relating to an identified or
identifiable individual. It does not include information where the individual’s identity has been
removed (anonymous data).

Certain categories of personal data are subject to enhanced protection under data protection

legislation. This includes special category data such as information relating to an individual’s
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health or sexual orientation. Information relating to criminal convictions and offences also
require a higher level of protection.
We may collect, store, and use the following categories of personal information about you:

a) Personal contact details, including name, title, addresses, telephone numbers, and
email addresses.

b) Date of birth.

c) Gender.

d) Marital or civil partnership status.

e) Details of dependants.

f) Next of kin and emergency contact details.

g) National Insurance number.

h) Bank account details, payroll records, and tax status information.

i) Salary, leave and absence records, pension, and benefits information.

j) Start date and, where applicable, the date of continuous employment.

k) Terms and conditions of employment or engagement.

I) Leaving date and reason for leaving.

m) Normal place of work or work location.

n) Copies of identification documents, such as a driving licence or passport, and
relevant vehicle information where required for the role.

0) Recruitment and selection information, including right-to-work documentation,
references, and information provided as part of the application process.

p) Employment records, including job titles, work history, working hours, holidays, and
training records.

g) Qualifications, education, skills, experience, and professional memberships.

r) Performance and appraisal information.

s) Disciplinary and grievance records.

t) CCTV footage and other information obtained through electronic means, including
access cards or ID badges, and digital activity such as logins to Council systems,
session duration, and periods of inactivity.

u) Information about your use of the Council’s information and communication systems,
including email usage.

v) Photographs, including CCTV images where applicable.

w) Records of activity held within the Council’s HR management systems (including
YouManage).

x) Results of HMRC employment status checks, where applicable.

y) Audio-visual information where meetings are livestreamed or recorded, for example
through online meeting platforms. Individuals will be made aware where this applies.

We may also collect, store, and use the following special category personal data and
criminal offence data, where this is necessary and lawful:

a) Equal opportunities monitoring information, including information relating to race

or ethnicity, nationality, religion or belief, gender reassignment, and sexual
orientation.
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b) Trade union membership information, which is collected indirectly only. The
Council does not actively seek or record trade union membership, but such
information may arise, for example, where a trade union representative attends a
meeting.

¢) Health information, including details of medical conditions or disabilities, health
and sickness records, and information required to make reasonable workplace
adjustments.

d) Absence information (other than annual leave), including dependants’ leave,
maternity, adoption or paternity leave, disability leave, and sickness absence.

e) Where employment or engagement ends and the reason for leaving is related to
health, information about the condition and decisions taken, where required for
pension or insurance purposes.

f) Information relating to criminal convictions and offences, where processing is
lawful and relevant to the role.

3. How Information Is Collected

We collect personal information about employees, workers, councillors, co-opted members,
casual workers, and others working on behalf of the Council through the application,
recruitment, appointment or engagement process. This information may be collected directly
from individuals or, where appropriate, from third parties.

We may also collect personal data from third parties, including former employers and
background checking bodies, such as the Disclosure and Barring Service (DBS), where this
is relevant and lawful for the role or activity being undertaken.

Additional personal information will be collected during the course of an individual's working
relationship with the Council as part of job-related activities and the ongoing management of
that relationship.

Under the lawful bases of legitimate interests, we may actively collect personal data through
the use of CCTV cameras within Trowbridge Town Council premises. We may also collect
information relating to building access via fobs or access cards, and digital activity, including
access to the Council's Microsoft systems, times of log-in, periods of inactivity and session
duration. This monitoring is undertaken to support operational management and, where
necessary, internal investigations including disciplinary matters. Such monitoring will only
take place where the Council considers that its legitimate interests are not overridden by the
rights and freedoms of individuals, and where the purpose cannot reasonably be achieved
by less intrusive means. Further information is available in the Council’'s CCTV and
Monitoring Policies.

You can request copies of the data impact assessments for CCTV and monitoring by
contacting the Community Engagement & Governance Manager. Data is stored in a range of
different places, including your personnel file, in HR management systems, and other IT
systems, including the organisation’s email system.
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4. Purpose Of Processing

We will only use your personal information where the law allows us to do so. Most
commonly, we will process your personal information in the following circumstances:

a) Contractual necessity
Where we need to enter into a contract with you or fulfil our obligations under that
contract. This includes processing personal data to issue an employment or
engagement contract, pay you in accordance with the contract, and administer
pension arrangements.

b) Legal obligation
Where processing is necessary to comply with a legal obligation. This includes
checking suitability to work with children or adults at risk, verifying entitlement to work
in the UK, deducting tax and National Insurance contributions, complying with health
and safety legislation, and administering statutory and contractual leave entitlements.

c) Vital interests
Where processing is necessary to protect your vital interests or those of another
person.

d) Consent
Where you have provided consent for us to use your personal information in a
specific way, for example the use of photographs for promotional purposes or
publication on the Council’s website. You may withdraw your consent at any time.

Sensitive and Special Category Personal Data

Where we process special category personal data, we rely on additional lawful conditions
to ensure that processing is carried out in a lawful and fair manner. These include:

¢ Where processing is necessary to carry out obligations or exercise rights under
employment law, including those arising under the Employment Rights Act 1996, the
Equality Act 2010, and relevant ACAS Codes of Practice.

e Where processing is required for the provision of occupational health services and/or
the assessment of fitness for work.

o Where processing is necessary for equal opportunities monitoring, carried out in the
substantial public interest, to identify, review, or promote equality of opportunity and
treatment between groups.

Criminal Offence Data

During the recruitment or appointment process, individuals may be asked to declare any
unspent criminal convictions. Where roles involve working with children or adults at risk, the
Council is legally required to carry out a Disclosure and Barring Service (DBS) check.

The Council processes criminal offence data only where it is lawful to do so and relies on its
statutory and common law duties of care to ensure that individuals engaged by the Council
are suitable for their roles, in accordance with Article 10 of the UK GDPR and the Data
Protection Act 2018.
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5. Processing Your Data

The situations in which Trowbridge Town Council may process your personal information
include the following:

1) Deciding about your recruitment, appointment, or engagement.

2) Determining the terms and conditions on which you work for or are engaged by the
Council.

3) Checking that you are legally entitled to work in the United Kingdom.

4) Paying you and, where applicable, deducting tax and National Insurance
contributions (NICs).

5) Making lawful deductions from pay, including (where applicable) childcare benefit
schemes, student loan repayments, attachment of earnings orders, staff benefit
schemes, recovery of Council property or equipment not returned (allowing for fair
wear and tear), recovery of losses or damage caused by wilful acts, carelessness, or
negligence, and recovery of losses arising where employment ends without the
required notice.

6) Enrolling you in a pension arrangement in accordance with statutory automatic
enrolment duties.

7) Administering and managing the contract or working arrangement entered into with
you.

8) Business management and planning, including accounting and auditing.

9) Conducting appraisals, managing performance, and determining performance
requirements.

10) Communicating with you and maintaining appropriate contact.

11) Making decisions about pay and salary reviews.

12) Assessing qualifications, skills, and suitability for a particular role or task.

13) Gathering evidence for, and managing, grievance or disciplinary procedures.

14)Making decisions about your continued employment, office, volunteering, or
engagement.

15) Making arrangements for the termination of the working relationship.

16) Identifying training and development requirements, including retaining copies of
certificates or evidence of training undertaken during your engagement with the
Council.

17)Managing and responding to legal claims or disputes involving you or others,
including accidents at work.

18) Assessing fitness to work, including through occupational health processes where
appropriate.

19) Managing sickness absence and attendance.

20) Complying with health and safety obligations.

21) Complying with the Freedom of Information Act 2000 and the Environmental
Information Regulations 2004.

22)Preventing and detecting fraud.

23) Monitoring the use of Council information and communication systems to ensure
compliance with IT, data protection, and information security policies.

24) Ensuring network and information security, including preventing unauthorised access
to systems and the distribution of malicious software.

25) Conducting data analysis to review and better understand workforce matters such as
retention and turnover.

26) Equal opportunities monitoring.

4—



Trowbridge Town Council
The Civic Centre - St Stephen’s Place - Trowbridge - Wiltshire - BA14 8AH
Tel: 01225 765 072 - Email: info@trowbridge.gov.uk

trowbridge.gov.uk

27) Conducting staff surveys.

28) Maintaining sign-in and attendance records.

29) Publishing limited staff information on the Council’s website, including “Meet the
Team” pages and staffing structures, in accordance with the publication scheme.

Some of the purposes listed above may overlap, and there may be more than one lawful
basis for processing your personal information.

If you fail to provide certain information when requested, the Council may be unable to
perform the contract or working arrangement entered into with you (for example, paying you
or providing a benefit), or may be prevented from complying with its legal obligations,
including those relating to health and safety.

You may also be required to provide personal information in order to exercise your statutory
rights, such as those relating to statutory leave entitlements. Failure to provide the required
information may mean that you are unable to exercise those rights.

We will only use your personal information for the purposes for which it was collected,
unless we reasonably consider that it is necessary to use it for another purpose that is
compatible with the original purpose. Where personal information is to be used for an
unrelated purpose, we will notify you and explain the lawful basis that permits this.

Please note that, in certain circumstances, we may process your personal information
without your knowledge or consent where this is required or permitted by law.

6. Sensitive Data (Special Category Personal Data)

Certain types of personal information are classed as special category data and require a
higher level of protection. This includes information relating to your health, racial or ethnic
origin, sexual orientation, and trade union membership. The Council must have a clear and
lawful justification for collecting, storing, and using this type of personal information.

We may process special category personal data in the following circumstances:

a. In limited situations, where you have given your explicit written consent.

b. Where processing is necessary to carry out the Council’s legal obligations or to exercise
specific rights in connection with employment or engagement.

c. Where processing is necessary in the public interest, for example for equal opportunities
monitoring or in connection with occupational pension arrangements.

Less commonly, we may also process special category personal data where it is necessary
in connection with legal claims, to protect your vital interests (or those of another person)
where you are incapable of giving consent, or where you have made the information public.

In general, the Council will not process special category personal data unless it is necessary
for performing or exercising obligations or rights in connection with your employment, office,
volunteering, or engagement. In limited circumstances, processing may also take place
where it is otherwise permitted by law, including where it is in the public interest.
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The situations in which we may process special category personal data include:

a) Health and disability information
We may process information about your physical or mental health, or disability
status, to ensure health and safety in the workplace, assess fithess to work, provide
reasonable workplace adjustments, manage sickness absence, and administer
benefits such as statutory maternity pay, statutory sick pay, and pension
arrangements. This processing is necessary to exercise rights and fulfil obligations
under employment law.

b) lll-health pension assessments
Where you are eligible for an ill-health pension under an occupational pension
arrangement, we may process information about your physical or mental health to
assess entitlement.

c) Equality monitoring
We may process information about race, nationality, ethnic origin, religion or belief,
sex, gender, or sexual orientation for the purposes of equal opportunities monitoring
and reporting, in accordance with data protection legislation.

d) Trade union membership
Information relating to trade union membership may be processed where necessary
to comply with employment law obligations. This information is typically collected
indirectly, for example where a trade union representative accompanies you to a
meeting and this is recorded.

Where special category personal data is processed to meet legal obligations or to exercise
specific rights in the field of employment law, the Council does not rely on consent and
processes such data in accordance with its written data protection policies.

In limited circumstances, we may request your explicit written consent to process certain
special category personal data. Where this occurs, we will provide clear information about
the data required and the purpose for which it will be used, enabling you to make an
informed decision. You are not obliged to provide consent, and refusal will not, in itself,
affect your contract or working arrangement with the Council.

7. Criminal Convictions

We will only process information relating to criminal convictions and offences where the law
permits us to do so. Such processing will take place only where it is necessary to meet our
legal or regulatory obligations and will be carried out in accordance with the Council’s Data
Protection Policy and relevant safeguarding procedures.

We will only collect information about criminal convictions where this is appropriate,
proportionate, and relevant to the nature of the role, office, volunteering position, or
engagement, and where we are legally entitled to do so. This information may be collected
as part of the recruitment or appointment process, including through Disclosure and Barring
Service (DBS) checks where required, or where you notify the Council of relevant
information during the course of your employment or engagement.

Where held, information relating to criminal convictions will be used solely to assess and

review an individual’s suitability to undertake a particular role on an ongoing basis. Such
information will be handled securely, accessed only by those with a legitimate need to know,
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and retained only for as long as necessary in accordance with the Council’s retention
schedules.

8. Automated Decision-Making

The Council does not carry out automated decision-making, including profiling, that
produces legal effects concerning you or similarly significantly affects you.

Sickness absence is monitored, and automated alerts may be generated and sent to HR and
the appropriate line manager where absence levels reach thresholds set out in the Council’s
Sickness Absence Policy. These alerts are used solely as a management prompt.

No decisions are made automatically as a result of these alerts. Any action taken is based
on human review and consideration of the individual circumstances.

9. Data Sharing

We will share your personal information with third parties where this is required by law,
where it is necessary to administer the working relationship with you, or where the Council
has another legitimate interest in doing so.

This may include sharing your personal information to obtain pre-employment references
from previous employers and to carry out employment background checks through third-
party providers, including any necessary criminal record checks via the Disclosure and
Barring Service. You will be informed at the relevant time of any such requests, and where
required, your consent will be obtained.

Where legally required, or where otherwise necessary and compliant with data protection
legislation, personal information may be shared with the relevant local authority in order to
meet statutory obligations, including the reporting of safeguarding concerns.

We will share your employment and pay details with your pension provider. We may also
share information relating to your working practices and sickness absence with our
occupational health provider, Wiltshire Council, where an occupational health referral is
required.

In certain circumstances, we may be required to share your personal information with
regulators or other statutory bodies. This may include, but is not limited to, an Employment
Tribunal, the Pensions Regulator, the Pensions Ombudsman, HM Revenue & Customs
(HMRC), the Council’s insurers, or legal representatives, where necessary to comply with
legal obligations. This may also include disclosures required by law, such as senior officer
remuneration reporting.

For the purposes of the prevention or detection of crime, we may be obliged to share
personal information with the police or other agencies with appropriate statutory authority.

We may also share personal information with internal and external auditors, as required
under the Local Government Act 1972.
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On occasion, personal data may be shared with the Community Engagement & Governance
Manager, for example, in connection with the handling of a Subject Access Request.

Under the Freedom of Information Act 2000, the Council may be required to disclose
documents that contain your name. As an employee of Trowbridge Town Council, the
Information Commissioner recognises that there is a reduced expectation of privacy when
carrying out duties on behalf of a public authority. As a result, certain documents may be
released without redaction. The Council does, however, distinguish between junior and
senior officers, and between public-facing and non-public-facing roles, when determining
whether names should be disclosed.

Itis also important to note that when acting on behalf of Trowbridge Town Council, the
contact details you use may not be considered personal data. For this reason, you are
required to use your Council-issued email account for all work-related correspondence. Any
personal phones or devices used for Council business must be declared and logged with
HR.

10. Transferring Your Data

Trowbridge Town Council uses third-party service providers to process personal data on our
behalf. We regularly review these providers to ensure that appropriate technical and
organisational measures are in place to protect your personal data and that all processing
complies with the UK General Data Protection Regulation (UK GDPR) and the Data
Protection Act 2018.

The following services are provided to the Council by third-party organisations:

o Payroll services — Sage

¢ Pension administration — Wiltshire Pension Fund

Additional voluntary contributions / financial wellbeing platform — My Money
Matters

Employee benefits provision and administration — My Staff Shop

IT services and systems — Cloudy IT and Microsoft

Employee Assistance Programme (EAP) — Workplace Options

Health cash plan — My Health Xtras

We will share personal data relating to your participation in any pension arrangement where
this is necessary for the administration and management of that arrangement.

The Wiltshire Pension Fund and My Money Matters act as data controllers in respect of the
personal data they process for pension and financial services. Each organisation has its own
privacy notice explaining how it processes personal data and how you may exercise your
data protection rights. Any queries or concerns regarding their handling of your personal
data should be directed to them directly.

Where additional voluntary contributions are separate from the main pension arrangement,
personal data will not be shared with the relevant provider unless you have given your
consent.
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International Data Transfers

Personal data is not routinely transferred or processed outside the territorial scope of the UK
GDPR. Where it becomes necessary to transfer personal data outside the United Kingdom
or the European Economic Area (EEA), this will only be done in accordance with data
protection law and subject to appropriate safeguards, such as adequacy regulations or
approved contractual protections.

The only circumstance in which personal data may be transferred internationally is where
this is necessary in response to an enquiry or application from an individual based overseas.
In such cases, suitable safeguards will be put in place before any transfer occurs.

11. Retention

We will retain your personal information only for as long as is necessary to fulfil the purposes
for which it was collected. This includes meeting any legal, accounting, audit, or reporting
requirements.

Details of the retention periods that apply to different categories of personal information are
set out in the Council’s Retention Schedule, which is available here: Information
Governance

When determining appropriate retention periods, we take into account the amount, nature,
and sensitivity of the personal data, the potential risk of harm from unauthorised use or
disclosure, the purposes for which the data is processed and whether those purposes can
be achieved by other means, and any applicable legal or regulatory requirements.

In general, employee records are retained in accordance with employment and limitation
legislation, which typically requires records to be kept for six years following the termination
of employment. Different retention periods may apply to councillors, co-opted members,
volunteers, contractors, or other categories of individuals, as set out in the Retention
Schedule.

In some circumstances, we may anonymise personal information so that it can no longer be
associated with you. Where data has been anonymised, it may be retained and used for
lawful purposes without further notice.

Once your employment, office, volunteering role, or engagement with the Council has

ended, your personal information will be securely retained and destroyed in accordance with
the Council’s Retention Schedule and applicable laws and regulations.

12. Your Rights

You have a responsibility to inform the Council of any changes to your personal details. It is
important that the personal information we hold about you is accurate and kept up to date.

Under data protection legislation, you have the right to:
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a) Request access to your personal information (commonly known as a Subject
Access Request). This allows you to receive a copy of the personal information we
hold about you and to check that it is being processed lawfully.

b) Request rectification of personal information that is inaccurate or incomplete.

c) Request restriction of processing, including requesting that records are not
destroyed where they are nearing the end of their retention period, and you can
demonstrate a legitimate need for them to be retained.

d) Request the transfer of your personal information to another organisation, where
this right applies (data portability).

If you wish to review your personal data, request a restriction on processing or destruction,
or request that your personal information be transferred to another party, you should contact
the Community Engagement & Governance Manager.

References received from third-party organisations are normally provided in confidence.
Requests for access to confidential references will be considered in accordance with data
protection legislation and the wishes of the third-party provider.

If you wish to request a correction to the personal information we hold about you, please
contact HR.

You will not normally be required to pay a fee to access your personal information or to
exercise your data protection rights. However, the Council may charge a reasonable fee
where requests are manifestly unfounded, excessive, or where multiple copies of the same
information are requested.

Where processing of your personal information is based on your consent, you have the right
to withdraw that consent at any time. To withdraw consent, please contact the Community
Engagement & Governance Manager. Once consent is withdrawn, we will stop processing
your personal information for that purpose unless there is another lawful basis permitting us
to continue.

13. Contact Details

Community Engagement & Governance Manager
Trowbridge Town Council

St. Stephens Place

Trowbridge

BA14 8AH

informationgovernance@trowbridge.qgov.uk
01225 765072

Data Protection Officer
One West

i-west@bathnes.gov.uk
01225 395959
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You have the right to make a complaint at any time to the Information Commissioner’s Office
(ICO), the UK supervisory authority for data protection issues. However, they would
normally expect you to have raised your complaint with us in the first instance.

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

www.ico.org.uk
0303 123 1113
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